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SPECIFICATION FOR ENTERPRISE WIDE SCADA MONITORING AND
CONTROL SYSTEM

1. SUMMARY
The application suite shall provide a complete and comprehensive enterprise-
wide SCADA solution that consists of a fully customizable graphical HMI
interface module and a module that offers advanced serial and network
communication with meters, advanced charting, graphing, and analysis of data,
viewing of waveform records with comprehensive data analysis, full reporting
capability, audible and email alarms of selected conditions, web-browser access
to all meter data, and an automation component and launchpad for managing

network meters, including auto discovery and grouping of EIG meters.

2. PRODUCT

The application suite shall consist of the following modules:

A. The SCADA (Supervisory Control and Data Acquisition) HMI (Human
Machine Interface) software module shall provide a complete, fully
customizable, graphical view of the monitoring system. The HMI Module

shall have a runtime mode and a configuration mode.

1. The HMI module shall utilize a client/server architecture which

supports hot standby server redundancy if required.

2. The HMI software module shall support the following capabilities:

a. Fully customizable graphical interface with a library of pre-
programmed symbols.

b. Support for simultaneous users.

c. Zero-install HTML5 client that supports Chrome, Firefox, and
MS Edge browsers.

d. Real time viewing of meter data, such as Volts, Amps, Watts,
Vars, Power Factor, Frequency, and other data available from

each meter.
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e. Scalability after installation, with support for over 100k tags
and unlimited number of screens and devices.

f. Automatic report generation with export capabilities to PDF,
CSV, and XLSX formats.

g. User-configurable alarms and setpoints, including emailing
and visual and audio notifications on selected event
occurrence, that are configurable to alter the appearance of
objects on the graphical interface.

h. Control events based on preset setpoints and logic.

i. Remote control of hardware, e.g., breakers and valves.

j. Direct access via Ethernet or network, which can be set for
view-only public access.

k. Multiple protocol support, including Modbus TCP, DNP3,
BACnet, and IEC 61850.

I.  Advanced multi role-based security.

m. Custom energy billing and cost allocation with user-specific
rates, time of use, holidays, and seasons.

n. Multi-monitor support and linking of multiple screens.

o. Multiple languages and capability to change the language at
runtime.

p. Full back-up capability for all project configuration files.

g. ODBC compliant database and OPC-UA data access for
integration with third party systems and reporting tools.

r. Ability to integrate with third party meters, including water, gas,
and steam meters.
s. Ability to use scripting languages such as VB, C#, and Python
for custom functionality.
t. Support for the following operating systems:
i. Windows 10
ii. Windows 11
ii. Server 2016
iv. Server 2019
v. Server 2022
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There shall be a configuration and data collection software module that

shall allow connection with remote meters via serial or ethernet

communication.

1. The configuration and data collection software module will be

compatible with Electro Industries metering equipment, exclusively.

2. The configuration software module shall provide a means for updating

meter firmware remotely over all communication media.

3. The configuration software module’s reporting function shall support
automatic export to PQDIF, COMTRADE, and HHF file formats.

4. The configuration software module shall have automated meter

management, which includes:

a.

Auto-discovery of network meters based on configurable IP
address range or manual addition of network meters to the
centralized location.

A means to blacklist ranges of IP addresses that will not be
searched.

A periodic network scan of meters to confirm that they are
online and functional.

Automated detection of meter wiring and installation errors.
Error logs, status logs, and diagnostic tools for forensic
analysis of the complete energy system’s integrity.

Grouping of meters to facilitate automated log retrieval at

user-programmed intervals.
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There shall be an optional basic, scaled down version of the SCADA

system intended for smaller systems.

1. The basic version shall offer pre-developed and pre-configured

graphical screens. The screens shall include:

a.

b
c.
d

o 0k~ w N

A real time device overview screen.

. A detailed data screen for each device.

An energy and demand report screen for each device.

. A Network communication screen.

The basic version shall provide historical trends.

The basic version shall provide alarm notifications.
The basic version shall provide power quality analysis.
The basic version shall offer security roles.

The basic version shall allow simple migration to the full version.

The Enterprise wide SCADA Monitoring and Control System shall be
Electro Industries/Gauge Tech’s HMIPQA+™ SCADA application and the
CommunicatorPQA® application with MeterManagerPQA®

automation software.

To order, contact Electro Industries/GaugeTech (EIG) at:

Electro Industries/Gauge Tech
1800 Shames Drive
Westbury, NY 11590

Phone: 516-334-0870

Fax: 516-338-4741

www.electroind.com

EIG sales@hubbell.com
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